











4. To what extent does the discussion of “business arrangement” in the proposed
guidance provide sufficient clarity to permit banking organizations to identify those
arrangements for which the guidance is appropriate? What change or additional

clarification, if any, would be helpful?

Upstart acknowledges that the Proposed Guidance would maintain a broad definition of “third-party
relationship” and “business arrangement.” The Proposal references principles that can be scaled to
address a wide range of business arrangements and directs banks to tailor their risk management
practices for each third-party service provider relationship to reflect the nature, complexity, and
criticality of the service being performed for, or on behalf of, the bank. Upstart supports the proposed
guidance’ focusing on additional flexibility for banking organizations within a risk-based third-party
risk management program. The Proposed Guidance does this, for instance, by listing factors at each
stage of the third-party risk management life cycle that banking organizations “typically” consider,
rather than the old approach of mandating consideration of each factor or certain actions or results by

using terms like “should” or “ensure.”

5. How could the proposed guidance better help a banking organization appropriately

scale its third-party risk management practices?

Banks should be able to scale or tailor their programs based on both the risk associated with the
activities that are being performed by the third party, the significance of the program to the bank, and
also (importantly) the sophistication of the third party’s risk oversight programs, such as model risk
management and compliance management systems. In lending, the expectations for third party risk
management may be different, or the underlying risks sufficiently mitigated, for instance, if a third
party has taken proactive action to validate its model with a recognized outside expert entity or with a

regulatory body.

6. In what ways could the proposed description of critical activities be clarified or

improved?

It is important that the Proposed Guidance provides for flexible risk management principles that can
be employed as appropriate to the specific circumstances of each banking organization. This includes
the definition of critical activities. For example, if a bank-fintech lending partnership with a third party
involves only one or two products at the bank with minimal balance sheet exposure relative to the
solvency of the bank as a whole, the bank should not feel forced to deem those “critical activities.”
Clarifying these descriptions would enable banking organizations to more effectively manage and meet
supervisory expectations, and these key clarifications would inform whether supervisors will expect

banking organizations to conduct heightened due diligence of a given third-party.
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7. What additional information, if any, could the proposed guidance provide for banking
organizations to consider when managing risks related to different types of business

arrangements with third parties?

As an entity providing lending services, Upstart notes that the Proposed Guidance has added a factor
to be considered at the planning stage: the banking organization’s ability to provide adequate oversight
and management of a proposed third-party relationship on an ongoing basis. Upstart believes a
number of factors contribute to eftective planning regarding ongoing oversight of a third party lending
relationship. Examiners should expect third party model vendors to provide developmental evidence
documenting the credit underwriting model components, design, intended use, implementation,
limitations and validation procedures, to determine whether the model is appropriate for the bank’s
use. As a model vendor, Upstart makes appropriate modifications and updates to its model from time
to time, and willingly provides updated or supplemented model documentation to bank clients at the

time of each significant update.

The Proposed Guidance could be more descriptive in describing responsibilities in situations where
banks rely on third-party vendors to assist them with ongoing performance monitoring and outcomes
analysis on models. For instance the Guidance could describe in more detail an example of the

appropriate cadence for a third party to regularly disclose results to the bank.

8. What revisions to the proposed guidance, if any, would better assist banking

organizations in assessing third-party risk as technologies evolve?

Upstart believes this Proposed Guidance provides a critical opportunity for much-needed
modernization as the prior guidance did not envision the role of third party technology companies
powering consumer lending by banks using artificial intelligence and machine learning. Upstart
recommends that the guidance incorporate and reference the clarity provided in the recently published
document “Conducting Due Diligence on Financial Technology Companies — A Guide for
Community Banks” to ensure consistency. In considering third party risk as technology evolves, the
Proposed Guidance could be clearer about situations where the banking organization cannot obtain
desired diligence information from a third party. This issue is particularly relevant to partnerships with
fintech companies, and Upstart believes the Final Guidance should acknowledge that there are often
widely differing circumstances leading to this particular situation. For instance, there is a critical
difterence between circumstances where desired diligence information cannot be obtained by the bank
due to the fact that the third-party vendor sees it as confidential /proprietary information but the
information has been reviewed, shared and validated by an external third-party expert or regulator,
versus situations where there is a complete lack of historical information because the banking

organization is looking at working with a new product or service-provider without the requested

www.upstart.com 6






as vendors make appropriate modifications and updates to the vendor model over time, the vendor
should be required to provide updated or supplemented model documentation at the time of each
significant update. In addition to the ongoing performance monitoring by the model vendor,
examiners should expect banks to conduct ongoing monitoring and outcomes analysis of vendor

model performance using the bank’s own performance outcomes.

Upstart believes that while this must be a rigorous process, banking institutions should not feel they
are required by their supervisors, or by the Proposed Guidance, or the separate 2011 model risk
management guidelines, to approve, ex ante, every model update in a third party’s model. Such a
regime would stifle innovation within the banking system and limit the ability of third parties to
nimbly serve many different supervised institutions as opposed to just a few. It is critical to note that
existing bank policies governing internal model risk management are not applicable to third party
models; instead, banks should feel free to establish appropriate separate approaches to third party

vendor risk management with respect to models.

10. What risk management practices do banking organizations find most effective in
managing business arrangements in which a third party engages in activities for
which there are regulatory compliance requirements? How could the guidance further
assist banking organizations in appropriately managing the compliance risks of these

business arrangements?

When evaluating a third party that engages in activities for which there are regulatory compliance
requirements, Upstart believes that the following four part test should help determine whether the

program should move forward.

® Does the partnership help to meet legitimate business needs for the institution?

e Isitacompetency that the bank can reasonably build itself in house?

e Under the relationship, does the bank have a plan to meet its compliance obligations and
conduct appropriate ongoing oversight of the third party’s role in meeting those requirements?

e Is there a business continuity/recovery plan if a vendor can’t fulfill its obligations?

To address the third prong, banks and third party vendors like Upstart must be enabled to work jointly
to develop regulatory compliance and risk management approaches that meet banks’ requirements and
examiner expectations in a rigorous, efficient and standardized manner. This can only be accomplished
in an environment in which the basic expectations are clearly outlined and the examiners are consistent
in their approach to the issue. This includes regulators taking a technology-agnostic approach. Absent

a change in law or an implementing regulation, the regulatory compliance requirements or

expectations should not be altered, ramped up, or seen as full of uncertainty, just because a bank is
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contemplating utilizing a vendor that has embraced a new technology. Regardless of technology,
institutions should understand that they can take a risk-based approach, based on the risk of the third

party, and set the level of oversight commensurate with potential risk.

11. In what ways, if any, could the discussion of shared due diligence in the proposed
guidance provide better clarity to banking organizations regarding third-party due

diligence activities?

Upstart supports the Proposed Guidance for adding an explicit acknowledgement that banking
organizations may gain advantage by negotiating contracts as a group with other users. Recognized
trade associations should be included as a recognized form of group negotiation. Upstart has seen in
conversations with associations that group discussions can help to streamline the sales cycle for smaller
institutions. In particular, Upstart has developed a partnership with the National Bankers Association
(NBA) representing MDIs/CDFIs, where the NBA Technology/Innovation Committee members led
the discussions and initial due diligence with all the member MDI banks benefiting from the
conversations. In the credit union space, the utilization of a Credit Union Services Organization
(CUSO) could be helpful in similar ways to promote a streamlined vetting process, incentivizing

third-party lending technology companies to work with smaller institutions.

12. In what ways, if any, could the proposed guidance further address due diligence
options, including those that may be more cost effective? In what ways, if any, could
the proposed guidance provide better clarity to banking organizations conducting
due diligence, including working with utilities, consortiums, or standard-setting

organizations?

Currently the diligence process for banks to onboard third-party vendors is far too costly — in both
time and financial resources — for both banks and third-party vendors. To ensure cost-eftectiveness,
Upstart strongly urges regulators to retain the proposed preamble language designed to explicitly
reassure smaller and less complex banking organizations that they are not expected to adopt an
approach that would be more appropriate for larger and more complex organizations. This should

appear in the Final Guidance.

Upstart also strongly supports the Proposed Guidance for permitting banking organizations to rely on
external services, organizations, or other entities to facilitate due diligence, an approach not discussed

in the older OCC guidance. An example of this would be proof of recent validation of a credit decision
model performed by a reputable third party expert. Upstart also believes that the recent FDIC proposal

provides a framework that explores standardizing certain model risk management and third-party
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that clarifying key definitions would inform whether examiners expect banks to conduct heightened

due diligence of a subcontractor.

Second, the Proposed Guidance should acknowledge that, while a subcontractor may be designated as
a “critical subcontractor,” not all of the activities they conduct on behalf of the third party are
necessarily critical to the third party and therefore should not warrant heightened due diligence by a
bank. A critical subcontractor can perform both critical activities and non-critical activities, and banks
should have the flexibility to tailor and target their due diligence in a risk-based manner, consistent
with the risk-based approach articulated in this Guidance. Upstart believes that this approach also
would align more closely with the Fintech Diligence Guidance, which emphasizes that the purpose of
conducting diligence on the third party’s monitoring of its subcontractors is to provide insight into the

operational resilience of the third party.12

14. What factors should a banking organization consider in determining the types of
subcontracting it is comfortable accepting in a third-party relationship? What

additional factors are relevant when the relationship involves a critical activity?

As referenced above, the Proposed Guidance should make clear that while there are expectations for
banks to evaluate a potential third-party’s approach to managing its subcontractors, banks are not
expected to themselves conduct such diligence. If a third party oversight program is robust and
sufficient, banks can rely on the third party to conduct appropriate diligence on the subcontractors,
with appropriate reporting. For example, a robust third party oversight program might include a
trigger for a review by the appropriate supervisor of the relationship if there is a material change ata

subcontractor entity that provides “critical services” related to a “significant bank function.”

15. What additional information should the proposed guidance provide regarding a
banking organization’s assessment of a third party’s information security and

regarding information security risks involved with engaging a third party?

Upstart applauds the Proposed Guidance for including risk assessments to the itemized lists of
significant documentation required in the diligence process. To be useful, however, these risk
assessments should cover the portion of risk that is relevant to the relationship between the bank and
the third party, not documentation of the entire enterprise risk profile of the third party. Upstart also
acknowledges that the Proposed Guidance has also added reports from third parties of service
disruptions, security breaches, vulnerabilities, or other events that could pose a significant risk to the

banking organization. Upstart believes that these should be focused on situations that are material to

12 Fintech Diligence Guidance, 17. This guidance continues, “For example, a community bank may inquire as to
whether the fintech company depends on a small number of subcontractors for operations, what activities they
provide, and how the fintech company will address a subcontractors’ inability to perform.”
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the bank or its critical service provider.

16. To what extent should the concepts discussed in the OCC's 2020 FAQs be
incorporated into the guidance? What would be the best way to incorporate the

concepts?

Overall, Upstart sees the OCC’s 2020 FAQs as helpful in providing more information to the industry
and other stakeholders in this critical area than was previously made available. If they are to be
incorporated into this broader interagency Third Party Relationship guidance, or otherwise formally
referenced, Upstart would offer the following comments to ensure they achieve the maximum positive

impact.

First, Upstart has some concern about the application and interpretation of FAQ Question S, which is
clearly intended to address business relationships where the third-party is reluctant to provide
additional information or address and respond to lender due diligence questions and inquiries.
Without clarification, this guidance could be misconstrued to also be referring to third-parties
leveraging proprietary technology (such as AT and ML) and who may want to be protective of their
core IP, but that otherwise are proactively responding comprehensively to questions and satistying all

requests made by lenders.

Second, Upstart appreciates that Question 12 suggests that lenders should pool resources and
collaborate to perform testing, which is an important message, especially to small and mid-sized banks.
The FAQ could, however, provide additional relevant examples of this beyond just ongoing
monitoring, due diligence, and contract review. Additional examples that could be provided could

include fair lending testing and model validation testing.

Similarly, Upstart sees FAQ Question 14 as helpful in that it addresses the fact that lenders may (and
most likely will) need to rely on a third-party’s provided reports, certificates of compliance, or
independent audits, in order to complete their third-party vendor reviews (for example, SOC reports).
Here it would be helpful if a more expanded list of illustrative examples were provided, since lenders
are sometimes confused about what type of reports they can rely on during exams. This FAQ could
make clear that regulators encourage third parties to have an independent expert securely review the
information that lenders need to have access to, without jeopardizing and exposing the proprietary
technology each time they are contracting to provide technology and other services to a lender. For
example, it could be helpful to the marketplace if the OCC included independent model validation
reports or assessments as concrete examples. This would help lenders to better understand and become
comfortable with their use when doing diligence on potential fintech partnerships — especially in

situations where the third-party being evaluated leverages proprietary artificial intelligence and
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